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c A Some Important Terms CD AC

e (ertificate:

— A certificate 1s a digital document that certifies that a certain
public key is owned by a particular user This
document 1s signed by Certificate Authority (CA).

* Certificate/Certification Authority (CA)

— Certification authority (CA) is an entity that
issues digital certificates for use by other parties.

* Registration Authority (RA)

— A Registration Authority (RA) 1s an authority in a
network that verifies user request for a digital certificate
and tells the Certificate Authority (CA) to issue certificate.
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CCA Certificates and Encodings CD C

* .DER - Distinguished Encoding Rules (DER) encoded
certificate. It 1s a machine-friendly format. A DER file
is a binary encoded copy of attributes and values.

* .cer & .crt - usually in binary DER form (same as .der)

* .PEM - (Privacy Enhanced Mail) - format also used in
orid.

— Base64 encoded DER certificate, enclosed between

* P12 & PIFX - PKCS#12, contains certificate(s) public
and private keys (password protected)
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Ceruﬁcate Authority Lifespan
CCA CDMC

* Authorities has a defined validity period

* Validity period factors :

— Deploying an authority is a lot of work
— Certificates 1ssued must expire before authorities certificate

— Subordinate authorities must expire before superior

authorities
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CA Topical 1. - TISh
CCC:A Typical Lifecycle of Certificates COAC

* Typical Life cycle scenario of Digital Certificates

— Certificate Issuance

— Certificate Distribution

— Certiticate Expiration

— Certificate Renewal/Rekey/Re-Issuance

— Certificate Revocation
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Mechamsms for Certificate Life Cycle
CCA c:mc

* To manage the certificate lifecycle, a public key
infrastructure must provide mechanisms to
support the following management activities:

— Enroll users and computers for certificates.
— Distribute certificates for public use.

— Publish certificate revocation lists (CRLs).
— Renew/Rekey/Re-Issuace of certificates.

— Maintain a certificate audit trail.
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b A Generatmg CSR CD C

* CSR(Certificate Signing Request) Generation

— 2 Ways of Generating CSR

* On server using openssl cryptographic library
* Online enrollment form through CA web portal
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* Using openssl cryptographic library
— Openssl command to generate the CSR

openssl req -nodes -newkey rsa:2048 -keyout myserver.key -out
server.cst

* You will now be asked to enter details to be entered into your

CSR based on openssl configuration.

Country Name (2 letter code) [AU]: IN

State or Province Name (full name) [Some-State]: Telangana
Locality Name (eg, city) [|: Hyderabad

Organization Name (eg, company) [Internet Widgits Pty Ltd]: ECIL

ur%anizational Unit Name (eg, section) {7 IT —
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CCA Online Enrolment CONC

Send the supporting docs
K Download Certificate /

!
| " |
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v
TATA CERTIFYING AUTHORITY
TATA CONSULTANCY SERVICES Recognized by the controller of Certifying Authorities
Experence certainty

UserHome £ EBEORE View Change Password Renewal
User Id: test10dec RA Name: TCS-CA - Registration Authority
Instructions

- Columns marked with * are mandatory,
- The status bar{bottom left corner) shows the maximum characters allowed for a particular field.
- Any wrong entry will lead to the rejection of the request.

‘Class of Certificate :
Certificate Class Class 3 Certificate
Type of Certificate Help »
Certificate Type | Signing Certificate _:J
Do you have a certificate request already generated? {  Yes * No
Contents of your Digital Certificate Help 7
Surname * ISrivastava (eg: Srivastava)
Given Name * IAnish (eg: Anish)
Father/Husband's Name IKumar (eg: Kumar)
Initials K (eg: K)
E-Mail Address * IAnish@atc.tcs.co.in Anish@atcics.co.in
Organisation ‘Personal
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@' Online Enrolment
CCA

CDAC

* Enter the contents of your Digital Certificate

Common Name = Fu// Name of the applicant
E-mail Address = Your E-mail Address
Organization = Organization Name
Organization Unit = Organization Unit/ Division
Locality/ City = (Example - hyderabad)

State = (Example - Telangana)

PAN = (Example - AAAAA1111A)

* Select Cryptographic Service Provider

— The Cryptographic Service Provider (CSP) is the software that generates the
cryptographic keys for your digital certificate. These keys form the basis of your
digital identity and will be used for digital signing and encryption operations.
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c A Online Enrolment CD AC

* The Indian I'T Act stipulates that you use 2048
bit length keys. In case your browser does not
support 2048 bit keys, your browser has to be
updated with the relevant patches.

* On successtul completion of Certificate request
and key pair generation, you will be issued a
Request Number.
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@' Online Enrolment ISP
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@ Digital Certiticate
CCA

* A digital certificate has a defined validity period

Certificate:
Data:
version: 3 (0x2)
serial Mumber: 1 (0x1)]
Signature sadgarichm:  shalwi THRSAEncrypEr i s rrmmeeessnnsmmmmmm e %

Izsuer: CH=8#eian Sod i Ahanten Sl iby, Gk
validity .,z

Mot:Before: oct 7 06:55:17 2008 GMT &

pronzse TS SATTRL. 2 OCT T 0055012 2000 QML il
C U subiects Cr=Mumti Y A T T A Gt
SLI':I] E':t le}ﬁ?lﬁey 'Iﬂﬁj' lllllllllllllllllllll L | w;

e Public. kew alogorithm: . rsaEncryption
RSA PubTic Key: {2D48 bit)
Modulus (2048 bitl:

Exponent: 65537 (0x10001)
=E00v3 extensions:

Signature algorithm: shalwithRSAEnCryption
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c A Certificate Distribution CD C

* CA acts as a trusted third-party issuing
certificates to users.

— Direct to owner (Email)
— To repository
— Both

n www.facebook.com/pkiindia | | @pkiindia



PKI Knowledge Dissemination Program

c A Certificate Expiration CD C

* Certificate Expiration
— Natural “peaceful” end of life

— No action
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@- Certificate Renewal/Rekey/Re-

c Cc A BRI ee

EDAC

Identifying Info |Public Keys | Validity Period

Renewal Same Same Different
Rekey Same Different Different
Re-Issuance Different Different Different
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c A Certificate Renewal CD C

If Veeru wants renew his expiring certificate he

sends a renewal request to CA, and digitally
signs with his old certificate.

CA issues a new certificate with new validity period

— If there 1s an overlap 1n the validity periods, CA can place the
old certificate in his CRL

\Veerb
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CCA Certificate Re-keying CD C

* Suppose Jai decides to change his public and
private key pairs (Old keys need not necessarily
be compromised)

* He generates new key pair
* He creates a re-key request including his new

public key, digitally signs with his old private key
and sends request to CA

* CA creates new certificate with the new public
key and adds the old certificate to CRL

A Ep R-
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ertificate Revocation
A Corificac Revocation il

* Veeru’s private key has been compromised

— Before some one uses his key, he wants to revoke his
certificate
— He generates a new key pair and sends public key to

CA and obtains a new certificate
— CA adds the old certificate to the CRL

\Veeru
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CCACDﬂC

e What is revocation?

* Why do we need it?

* What 1s currently being done?
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P
= Why Revoke: CD C

* Key Compromise
* Forgotten Passphrase
* Lost Private Key
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CEEENEN:

* CRL is a periodically 1ssued list of digital
signature certificates that have been suspended
or revoked prior to their expiration dates. It is

digitally signed by Certitying Authority.
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c A Current Standard CD C

* Certificate Revocation Lists (CRLs)
— Serial Numbers
— Revocation Date
— Eftfective Date
— Next Update Date
— CA Signed
— Should Be Publically Available.
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C Obtaining CRLs

l General | Details | Certification Path

Certification path

I_T,;,l CCA India 2011
55l TCs ca 2011

EREAN TCS sub-CA for CA Operations 2013

View Cr-"t]ﬂa*&

Certificate status:

is certificate is OK.

Learn more about certification paths

4 Details | Certification Path

Show: [<All> v]
Field Value e
[i5| subject Key Identifier 7fbc b5 2e 3c 5b 8e fe 86 04 ...
Authority Key Identifier KeylD=46 ae 34713060 d4cb

Cerﬁﬁcate Policies
Authority Information Access

CRL Distribution Points [1]CRL Distribution Point: Distr... |= }
@Basic Constraints Subject Type=CA, Path Lengt... |
[i-]key Usage Certificate Signing, Offine CR...

= Thimhnrint alaarithm cha1 2

[1]Certificate Policy:Policy Ide...
[1]Authority Info Access: Acc...

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL =http: /fwww.tcs-ca. tes.com/ferl_278F.crl

Edit Properties... [ Copy to File... ] u

Learn more about certificate details
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Certlﬁcate Revocatlon

General lRevocaﬁon List

qov.
CCA

General | Revocation List

EDAC

x| Certificate Revocation List Information

Field Value
D Version V2
Effecﬁve date Monday, December 08, 2014 6:37...
Next update Wednesday, January 07, 2015 6:...
ignature algorithm  sha256RSA

ignature hash alg... sha256

&1 ] Authority Key Iden... KeyID=46 ae 34 71 30 60 d4 cb

Value:

CN =TCS CA 2011

2.5.4.51 = 9th Floor, Nirmal Building
STREET = Nariman Point, Mumbai

S = Maharashtra

PostalCode = 400021

OU = Certifying Authority

O = Tata Consultancy Services Ltd.
C=IN

Learn more about certificate revocation list

79 2f d6 d8 c9 09 0d 6a 1e 3f

Revoked certificates:
Serial number Revocation date =
79 15 2f43 3994 5¢c 7b 3997 Tuesday, April 12, 2011...
792413 7d 27b167 ba ee 8d Tuesday, November 29,...

Friday, June 24, 2011 1... |—|

7948 cb9c63 2340 e6d0 Tuesday, August 07, 20... S

Revocation entry

Field Value

Serial number 79 48 cb 9c 69 23 40 e6 d0

Revocation date

Tuesday, August 07, 2012 12:30:19...

Value:

Learn more about certificate revocation list

o< ]
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@' Checking status with CRL WSh

CCA COMC
Figure 1 CDP — CRL Distribution Point
Cert Validation with CRL

Certificate/CRL 2
Database * 1 sends certificate to 2
1. Router queries * 2reads COP from certificate,
___....-..=(- ... CDPfor CRL retrieves CRL from CDP
. LD s s :
cA o * 2examines CRL for serial number
2CALis ", of 1's certificate
returned %, + |f serial number is not found and
Jorouter % all other criteria are good,

certificate is accepted

Internet

o
"

> 3.Router examines CRL
er2

A— ‘\,-_
N for S/N of 1's certificate
Routerl\»@—/Rvout
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Hsh
CCA A What are the problems... CONC

* CRL does not provide timely information
regarding revocation status of a digital
certificate.

* BEvery time end user have to download CRL and
import it in the browser or in other certificate
repository for checking status of digital
certificate.

* If sertal number of digital certificate is not
present in CRL then we simply trust that
certificate.
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CCA Online Certificate Status Protocol CD AC

* Online certificate status protocol(OCSP) 1s an
internet protocol used for obtaining the
revocation status of an X.509 digital certificate.

e Jtwas created as an alternative to certificate
revocation list

* It gives status of certificate in real time.
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QA Checking status with OCSP COAC

Figure 2
Cert Validation with OCSP

1.CApushesCRL ~ OCSP x o
o O0SP Corver. ' Sécver | sends cemﬂc.ate to2
; * 2 requests certificate staus
. = «.  LZqueries from OCSP Server
o LDAP W ", DCSP Server R
CA \ ' for statis * OCSP replies with status

3.008P ",
returns .

\ status ",
e o Internet ALY ";‘."&
Romm\sg-//&utem

I's Cortificate
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CCA OCSP Services CDMC

* The OCSP protocol enables OCSP-compliant
applications to determine the state of a
certificate, including revocation status.

* The validation authority which validates the
status of certificate known as OCSP responder.

* CA pertodically publishes CRLs to an OCSP

respondet.

* The OCSP responder maintains the CRL it
receives from the CA.
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KA e B

* When end user wants to know about status of a
digital certificate then he/she can send query to

OCSP responder.

* The OCSP responder determines if the request
contains all the information required to process the
request sent by user.

* If it does not or if it is not enabled for the request
service, a rejection notice 1s sent.

* If it does have enough information, it processes the
request and sends back a report stating the status of
the certificate.
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CCA OCSP - Response CD C

OCSP responses are of 3 types & all response
messages will be digitally signed.

* Good — Indicates that the certificate 1s not
revoked, but does not indicate that certificate was
ever 1ssued or time at which response produced is
within the certificate’s validity interval.

e Revoked — Indicates that the certificate has been
revoked.

* Unknown — Indicates that the responder doesn’t
know about the certificate being requested.
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C@:\ OCSP Exception/Error Messages gﬁb né CIJ

Error messages are not signed. Error are of following types:

* Malformed Request — When request recetved does not
conform to the OCSP syntax.

e Internal Error — Due to inconsistent internal state.

* Try Later — When OCSP is unable to return a status for
requested certificate.

* SigRequired — When server requires the client sign the
request in order to construct a response.

e Unauthorized — When client 1s not authorized to make this
query to the server.
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CCACDﬂC

* www.letf.org/rfc/rfc2560.txt

* Cryptography and Network Security - Atu
Kahate
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CCA_CDnC

Thank You
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